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TEXNIKH TNQMOAOTHZzH

OEMA: «Texvikn d1epelivnon {NTNHATWV TauTonoinong d1adIKTUAKNG
0paoTnpioTNTag XPAOoTN  YMOAOYIOTIK®OV  GUCTNHATWYV,
KATAOXEONG YNPIGKOV OEJOHEVWV, XEIPIOHOU YWNPIAK®OV
NEICTNPIOV KAO®WG Kal HEAETN ouvap@Vv INTNHATWV TG
dikoypagiag Tng unodeong Tou Sergio Giuliani Nita».

Fewpylog A. KapaBavaong, M.Sc.,

Myoovuog H/Y & Minpopopudaic
Eéeraonric Wnepiowwv Metompiwv & Biveeo
CFCE, EnCase Certified, LEVA Certified

= MtuxoLxog Mnxavikog H/Y & NMAnpodopikng, MoAutexvikng 2xoAng Mavemniotnuiou

MNatpwy,
= KaBnyntig otnv EBvikn 2xoAn AwooTikwv Asltoupywv otnv  Alaxeipion

HAektpovikwyv Eyypadwyv
= Eyyeypappévog otoug Mivakeg Npaypatoyvwuovwy Twv EAANVikwv Alkaotnpiwv.
= MeteknaldeuBeig oe Bépata efetacews Pndlakwv nmetotnpiwv “15t Responder Course”,

] MeteknaldeuBeig o Oéparta e€etacews PndLakwv nelotnpiwv “Computer Forensics I”,

= MeteknaldeuBeig oe Oéparta e€etacews PndLakwv metotnpiwv “Computer Forensics 117,

= MeteknaldeuBelg oe Oépata efetdoswg Pndlakwv mewotnpiwv “Advanced Computer
Forensics”,

] MeteknaldeuBeilg oe Bépata efetdoewg dpopntwyv cuokevwv (“Portable Configuration &
Examinations”),

. MeteknaldeuBeig oe Bépata e€etaocewc Bivieo “Forensic Video Analysis & the Law”,

] MeteknaldeuBeig oe Béparta e€etacewg Bivteo “Processing Digital Multimedia Evidence”,

= MéEMNog Tou TexvikoU EmpeAntnpiov EAAGSag,

] Mé£Aog Tou “Law Enforcement & Emergency Services Video Association” [LEVA],

O unoypa®wv TNV napolod EeKTEAECE TA KABAKOVTA TOU (G TEXVIKOGC
oUpBoulog Tou Sergio Giuliani Nita, pe okond Tnv Texvikr Olgpelivnon
(nTnuaTtwv  Tautonoinong  OIadIKTUAKNG  OpacTnpioTNTAac  Xpnorn
YNoAoyIoTIKWV CUCTNHATWY, KATAoXEoNC WnNPIakwV OEOOUEVWY, XEIPIOPOU
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YnPIaKWV MeIoTNpiov  Kabwg Kal

HEAETN

ouvapwv {NTNHATWV  TNG

dikoypagiac Tng unobeonc Tou Sergio Giuliani Nita.

1. Ava@opika HE TNV v AOyw unobean, xopnynbnkav avTtiypada Twv KaTtwol

EYYPAPWV:

a. H and 30-07-2021 kai n ano 24-4-2023 kaTtabeoelg Tou Jason P Failing
«Special Agent at IRS-CI Internal Revenue Service Criminal Investigation
— Cyber Crime Unit».

b. H ano 16-2-2021 katadBeon Tou Faraz Iman, IRS-CI Special Agent,
evoniov Tou OpoanovdiakoU AikaoTtnpiou Tng Florida.

C. Zapavta £va [41] ynoiakd apyxeia epwTtoypagiag Tou Sergio Giuliani Nita
and HEoa KOIVWVIKNG OIKTUWONG Kabwe kal ANWEIC PE TO KIVATO TOU

TNAEQWVO.

MapaTiBeTal AioTa pe TIG aAQapIBUNTIKES TIHEG TwV aAyopiBuwv MD5 kal
SHA1, o1 onoie¢ dlaopaAilouv TNV akepaioTNTa TNG NEPIEXOMEVNG
YNPIaKnG MANPOPOPIAG,
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d. Eikool okTw [28] wnpiaka apyxeia pwToypapiac Tou Sergio Giuliani
Nita, napax®évra and QWTOYPAPIKEC OUOKEUEG EVTOG (PAKEAOU HE
ovopaTodoaoia «2012» kal «2012-1».
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2. Kartad tnv agloAoynon TV avapePOUEVMV EYYPAPWV EVTONioTNKAV
Ta KATWOI:

A. AlanIoTOONKE N KATAPAVAG AOPIOTN Kal HN EMIBEBAIWHEVN
TaluTion TOoUu Sergio Giuliani Nita (Héow TNG nNPOCWMKAG
TAUTOTNTAG NAEKTPOVIKOU TAXUDPOHEIOU) ME TO XPNOTNH TOU
01adikTUoU pe  Weudwvupgo «juliensweiss», o0 onoioc
npaypaTtonoinoe 01adIKTuakr GUVOMIAIQ HE aVTIKEIMEVO TeXVIKA {NTAKATA
ao@AaAelag NAEKTpovikwv ouvaAlhaywv. EidikOTepa, OEV EVTOMIOTNKE
OUVOEON TWV WYNPIGKOV IXVOV TOU XPNOTH EPAPHOYNG
avraAAaynn pnvugarov TUnou “Jabber ! " pe ovopa
«juliensweiss» pe TOV Sergio Giuliani Nita. AnAadn dev
EvTONioTNKE OUTE KANOIO OToIXEio eyypapng (email, ID alia,
O01euBuvon IP) Ta onoia va karadeikviouv Tn oUvOEon HE TOV
Sergio Giuliani Nita. AvTifeTa enixeipROnKe n TaUTION TOU AOYW
napanAnoinv OTOIXEIWV OTO Meoaio ovopa Tou (Giuliani -
julian).

Exhibit 1;: GIULIANI NITA’s Communications with Co-Conspirater 1

5. As noted in my prior affidavit, in May 2014 law enforcement officers discovered
numerous communications on Co-Conspirator 1°s electronic devices during the search of his New

York City residence, including communications between Co-Conspirator 1 and GIULIANI

NITA, who used an encrypted chat program (“Jabber”) account under the alias uliensweiss.”'

O unoypG®pwv TNV napouca nNPoEPn O €NIOKONNON TV
HNVUHATOV oTo nePIBdAAov Jabber onou JdiamoT®Onkav Ta
KAT®OI:

e To NEPIEXOHEVO TWV CUVOHIAIOV apopa TeXVIKa {nTRHara
ao@PAaieia¢ nAnpPoPopPIaK®V OCUCTNHATOV KaBmwc Kai
O01a3IKTUAK®V NANPWH®WV OE NAEKTPOVIKEG NAATPOPHEG
(paypal, ebanking)

e Aev &vTONIOTNKE KAVEVA NPOCWMNONAYEG OTOIXEIO TOU
Sergio Giuliani Nita oTig ouvopIAigG.

e Aev E€EvVTONIOTNKE Kavéva OToIXEio €vdeiEng oOT1 o
juliensweiss oXeTileTal €iTE Ot XPOVIKO E€ITE OE TOMIKO
eninedo pe Tnv dpacTnpioTnTa Tou Sergio Giuliani Nita.

Conversation with juliensweiss@secure.net.im at 2/18/2014 6:18:43 PM on
userdd(@secure.net.im/SSL (jabber)

1 https://www.jabber.org/ Jabber.org is the original messaging service based on XMPP and has been
continuously offered for free since 1999
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B. Z&Kavéva ONMEIO TWV AVOTEP® NPOCKOHIJOHEVMV EYYPAPWV JEV

evronifeTai

n EMONHAvon YPNPIaK®OV MNEIOTNPIOV yia Tnv

napouoa unoBeon. EiIdikoTepa:

a. Avagépovral auBdipeTa ot pnvupata kelgévou (text
messages) kabwe kal o€ PNvUPaTa NAEKTPovIKoU TaxudpopEiou
(emails), dixwc va nepiypageral n diadikacia anoppopnong
aQuTOWV TWV OTOIXEIWV WOTE va Tnpndouv Ta PacikoTEPA
NPWTOKOAAG TWV E€YKANUATOAOYIKWV €pyacTnpiwv Onw¢ autd
neplypagovrtal and T1o National Institute of Standards and
Technology 2 kai To Scientific Working Group on Digital
Evidence3. Zuykekpigéva yia kabe neiotnpio 6a npénel va
KaTaypagpovTal Ta KaTwoI:

H aAucida diakivnong (chain of custody*), dnAadn n
nuepoxpovoAloylakn diakivnon kabwg kal n TAPNon
apyeiou dpaocTnPIOTNTAC €Mi TWV KATAOXEBEVTWV.

O unoAoylopoC TwV TIHOV TWV  OUVAPTHOEWV
kaTakeppaTiopou (Hash Values®) Twv apxeiwv woTe va
Olao@aAIoTel N akepaIOTNTa TNG WNPIaknS nAnpogopiag
TWV APXEIWV.

https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-86.pdf#[{"num"%3A623%2C"gen"%3A0}%2C{"name w

— | + Automatic Zoom ~

T G N O G G Y e

4.2,2 Data File Integrity

During backups and imaging, the integrity of the original media should be maintained. To ensure that the
backup or imaging process does not alter data on the original media, analysts can use a write-blocker
while backing up or imaging the media. A write-blocker is a hardware or software-based tool that
prevents a computer from writing to computer storage media connected to it. Hardware write-blockers
are physically connected to the computer and the storage media being processed to prevent any writes to

The test results can be found at http://www.cfit.nist. gov/disk_imaging htm.
For example, services or processes running on the system might be writing to a system’s hard drive, even if no person 1s

currently using the computer.
Analysts should also consider the possible need to collect volatile data from the system. If the system 1s live, its volatile
data 1s likely to change more quickly and to be more challenging to preserve.

This recommendation 1s not intended to restrict users from performing backups of their own data and local workstations, but

to prevent people from collecting backups of others’ systems and data without appropriate cause for doing so.

4-7

2 The National Institute of Standards and Technology is an agency of the United States Department of
Commerce whose mission is to promote American innovation and industrial competitiveness -
https://www.nist.gov/

3 The Scientific Working Group on Digital Evidence is a group that brings together law enforcement,
academic, and commercial organizations actively engaged in the field of digital forensics to develop cross-
disciplinary guidelines and standards for the recovery, preservation, and examination of digital evidence.
https://www.swgde.org/

4The chronological documentation of the movement, location and possession of evidence
5 An established mathematical calculation that generates a numerical value based on input data. This
numerical value is referred to as the hash or hash value.
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b. Evew yiveTral pveia yia yn@iaka karaoxeBEvra oTolxeiq,
0ev avagpéperar og kKavéva ongeio n  diadikacia
KATAOXEONG, Ol TIHEG WYNQPIAKAG TAUTONOINONG TWV
KATAOXEOEVTWV aAAd OUTE Kav TO NMANPEG NEPIEXOHEVO
TouG. MaparnpeiTar HOvo OXOAIACHOC and ToV avaAuTi
TnG KpaTtikng Ynnpeoiag Towv H.M.A. dixwg duvaroTnra
enBeBainong TnG opBOTNTAG KAl TNG AKEPAIOTNTAG TWV
AvAaPEPOHEVWV EYYPAPWV.

34. At trial, the United States anticipates relying on the following evidence, among
other evidence, to establish the elements required for Count Two: (a) testimony from U.S.
taxpayers whose identities were stolen in order to submit fraudulent tax returns to the IRS; (b)
testimony from U.S. taxpayers whose identities were stolen in order to create shell companies and
financial accounts to receive and transfer fraudulently obtained tax refunds; (c) stolen
identification documents and information recovered from Co-Conspirator 1’s electronic devices;
(d) corporate records recovered from Co-Conspirator 1’s electronic devices; (¢) corporate records
naming U.S. taxpayers as the purported incorporators of shell companies used during the course
of the scheme; (f) tax records showing the submission of fraudulent tax returns to the IRS from,

among other places, the Southern District of Florida; (g) records showing the movement of monies

(h) text message communications between GIULIANI NITA and his co-conspirators; and (i)

documents and other records, including evidence seized from GIULIANI NITAs personal e-mail
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c. Kara tnv karaBeon Tou €181koU npaktopa Faraz Iman,
EVTONIOTNKE avapopd ot noAunAokn Jdigpyacia
napeioPpnong o€ unoloyioTikad cucThpara (malware
hacking botnet), Jdixw¢ kapia avagopa oTo TPOMO
OepeAimong TG oxéong Tou Sergio Giuliani Nita pe TIg
avoOTEPW EVEPYEIEG.

the hack part of it. How did the defendant in
this case, Sergio Giuliani Nita -- just in
broad strokes -- how did he and his partners
actually hacked the IRS' Get Transcript
system?

A. The defendant and his partners
basically used a botnet which is a large
malware infected network of computers which
can run scripts and other remote input
directions in order to query and submit
information to the portal. And through the
use of that device and methodology, they were
about to obtain the Get Transcript information
of a very large number of taxpayers.

Eniong evronioTnke kai n mOavoAdynon Tou &V AOYyw

€101koUu KpatikoU unaAAnAou Twv H.M.A. ka1 yia aAAa

{nTHaATa TnG unoBeonc, OnNwc To UYPOGC TNG OIKOVOHIKNG

{nuiag kabwcg NIBavoAoynoe yia To akpIBEG Nooo JiXwg

va KAVEl JVEIa 0€ OIKOVOUIKA OTOIXEiIa anoTipnong TnG.
How much money was that approximately

during the time period alleged in the
indictment?
A. I believe it was approximately

$6 million.
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C. ZUppwva HE Ta NPWTOKOAAG TWV EYKANHATOAOYIK®V ENICTNH®OV
Kabwg kal TIG odnyiec d1EOvv opyaviopwv onwg 1o National
Institute of Standards and Technology, European Network of
Forensic Science Institutes (ENFSI) ka1 To Scientific Working
Group on Digital Evidence, n Jiaxeipion TOV YnEIaKoV
NANPOPOPINV ANAITEI Td KATWOI BAHATA, TV CUYKEVTPWOT TOV
oToIXEiWV, TNV EETAON, TNV ENEEEPYACIA TWV ANOTEAECHATWV Kal
TNV avagopd.

Collection Examination Analysis Reporting

Media ﬁ Data ﬂ Infarmation ﬁ Evidence

O kaOe avaAuTng npoonabei o€ kAOs BHa va kaTaypayel OAeG
TOU TIG EVEPYEIEG KAl KAVEI KAOE duvaTo Brpa MOTE va HNV
aAAda&el TNV KaTaoTaon Tou NP®WTOTUMNOU.

= hitps:/fwaw i

BE An official website of the United States government Here's how {u know

Information Technology Laboratory

SOFTWARE AND SYSTEMS DIVISION

How to Work With Us

Digital Forensics

NIST Publications Searchable
Database

Staff Directory
Products

News & Updates

Digital evidence includes data on computers and mobile devices, including audio, video, and image files as

Events well as software and hardware. Digital evidence can be a part of investigating most crimes, since material
relevant to the crime may be recorded in digital form[ Methods for securely acquiring, storing and anal\_.rzing]

[ digital evidence quickly and efficiently are critical. I"L promotes the efficient and ef‘Fth'lve use of computer
technology to investigate crimes. The project team develops tools for testing computer forensic software,
including test criteria and test sets. ITL also maintains the National Software Reference Library - a vast

archive of published software applications that is an important resource for both criminal investigators and
historians.
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Digital forensics uses scientifically accepted methods to collect, validate and
preserve digital evidence derived from digital sources for the purpose of reconstruction of
events found to be criminal or helping to anticipate unauthorized actions shown to be
disruptive to planned operations [5]. Digital forensic investigators seek attack evidence
from computers and networks. Typically, imaging tools are used to extract a computer’s
physical memory or disk sectors to a file, and then the investigators feed the file into data
analysis tools to perform live or dead analysis. For network evidence, forensic
investigators analyze network traffic and gather information from intrusion detection

systems or logs to constitute legal evidence.

D. Katad Tnv HeEAETN TWV NPOCKOMIJOHEVWV EYYpAPWV and Tov
Sergio Giuliani Nita ka1 Tnv &gaywyn oTolXEiwv ané Toug
01adikTuakoUG TOou  Aoyapiacpoug (GMAIL, Facebook)
OIaMmoTWONKE OTI aUTOGC (PEPEl PYNPIAKA danoTun@HaATa
dpaoTnNPIOTNTAG TOU OE XPOVIKEG OTIYHEG, NOU avaPEpovTal oTd
ENICUVANTOHEVA EYYpaPa, O XWPIKA onpeia nou dev TauTtifovral
HE TIGC KAaTABEOEIG TWOV aSIOUATOUXWV ANo TIG KPATIKNG UNNPECIEG
TV H.M.A. . Zuykekpigéva:

a. 2mic 19-12-2012, o Sergio Giuliani Nita evrtonileTal pe
OTPATIWTIKAG NPOKAAUYNG pOUXA OE OPEIVO KAl XIOVIOHEVO TOrIO.
MapaTifeTal XapakTnpIoTIKN aneikovion akoAouBoupevn ano Ta
heTadedopeva TNG QwToypagiac, Ta onoia Oeikvuouv Ta

Lpn(me;'l IXV\I’] NG )\uJC- S

r %' s
= < | X
(Al
f
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Unknown

Did not fire

e DCT, Huffman

Components
D pli

use -b option to
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b. 2nic 19-12-2012 ka1 21-12-2012, o Sergio Giuliani Nita
evTonideTal Ye oTPATIWTIKAC NPOKAAUWNG pouxa O OPEIvO Kal
XIoVIOpEVO  Tomio  kabw¢ kai EUANIVNG  KATAOKEUNG  OIKid.
MapaTifeTal xapakTnpIoTIKn aneikovion akoAouBoupevn anod Ta
peTadedopEva TG PwToypagiac, Ta onoia OeikvUouv Ta

WYNPIAKA ixvn TnG Anyng,

Unknown
Did not fire

DCT, Huffma
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C. 2Tic 18-4-2015, o Sergio Giuliani Nita enéBAene epyacieg
dlIapoOPPWaONG TNG PAPHAg ekTPOPNG {wwv Tou otn Poupavia. Ol
14 Ajyeic TOu @EPOUV MANCIOXPOVEG NUEPOUNVIEC Kal
heTadedopeva, Ta omnoia katadelkvuouv OTI Oev  EXOUV
TpononoinBei £EKToTe TNG AWNC Tou Kal OTI yia TNV aneikovion
gixe xpnoigonoinBei To QWTOYPAPIKO OWHA TNC OUOKEUNG
Samsung GT-19505 (KivnTo ThAEPWVO).

i

) IMG_20150418_161201.jpg D IMG_20150418_161208.jpg D IMG_20150418_161217.jpg D IMG_20150418_161221.jpg

{

D IMG_20150418_161455.jpg © IMG_20150418_161539.jpg 2 IMG_20150418_161549,jpg

) IMG_20150418_161606.jpg 2 IMG_20150418_161609.jpg IMG_20150418_161617,jpg

sitioning
Time

L]
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d. 2116 17-1-2016, o Sergio Giuliani Nita dnpocisuos, pEow
TOU AOYydpiacpoU TOU OTO HECO KOIVWVIKNAG JIKTUWONG
Facebook, pwToypa®ia pe To okUAo ToUu oTn Poupavia

imi place Comentariu  Distribuie

Sergio Gi este impreuna cu Elena Alexe |a Porci
Bio Romania.

17 ianuarie 2016 Ia 18:16 - Facebaok for Android - @

© Madalin Alexandru si altj 25 4 comentarii

imi place Comentariu  Distribuie

1 @ <
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e. ITiG 21-01-2016, o Sergio Giuliani Nita dnpooicuos,
HEOW TOU AoyapiacHoU TOU OTO HECO KOIVWVIKNG
dikTuwong Facebook, @pwToypagia kai kKoivonoinon
0£ong oTnv Npaya Tng Toexiagc.

@© Mihai Badoiu si Adrian lonescu

imiplace Comentariu Distribuie

Sergio Gi = se simte relaxat cu Elena Alexe si alfi «ee
2 |la Chapeau Rouge Prague

. dakaiid S ' 4 Klecany
2L, H Vhe,
/ ) ) Zdiby
! G = 2 Roztoky
cos |
4 241 ]
¥ice
2} a
The Dubliner Irish Bar Witodoi Vies %
4G a1 & tkiSarka e
@© Radu Bolocan si alti 12 1 distribuiri e 4617) © lysolaje
Irish pub IR
2 . Seeo e
imiplace Comentariu Distribuie i
Ovnrviaw Reviews About Prai:‘#hvad 'The Dubliner Irish Pub
Sergio Gi & se simte beat |a Dubliner Prague.] wes ° Y = = b
434 - | f n] @ 4 <)
@ jarl 14:34 . ) @ ) (< ... Prague
: Directions Save Nearby Send to Share PRAGUES
phone
‘
‘
3
Bustling Irish-style pub with 2 large TV screens & 1
several smaller ones showing all sorts of sport. >
~ Dinein- « Takeaway - X Delivery g
i
@ Tyn 639/1, 110 00 Staré Mésto, Czechia
® Open - Closes2AM v &}
Saints Cyril and Methodius Day might affect
these hours
@ Eduard Serdaru si altj 16 7 comentarii Prirodni-park
@  aulddublinercz tinsko-Chuchelsky.
haj
Iimiplace Comentariu Distribuie t
L e +420777770230 Mndrf’nska
= oKle
il O < . S +  3CQF+67 Prague, Czechia 1ot}

f. Z1ig 18-02-2016, o Sergio Giuliani Nita dnpooicUOE,
HEOW TOU AOoyapiaoHoU TOU OTO HECO KOIVWVIKNG
Oiktuwong Facebook, @wTOoypagiesc aypoTik®mv

NPOIOVTWV anod Tnv emxegipnon Tou otn Poupavia.
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2204 @ & S 17%4

@ m.facebook.com/fermabr

Instaleaza aplicatja pentru a

primi notificari, a vedea
= : Deschide apl|
© ﬁ clipuri video in direct si Seqicenicata

altele.

Ferma de animale Bradetu Arges .o
Publicat de Sergio Gi

18 februarie 2016 la 10:00 - Facebook for Android - @

pofta buna!

Wi Bio Romania 17 februarie 2016 |2 22:59 - & //
in curand spre vanzare , carne carnati si costite toate
putin afumate si prajite in untura, la borcane de 800g.
pretul va fi de 30 ron / borcan. Acceptam precomenzi
in privat. Pofta Buna!

@ Carmen Preda si Cristi Zamfir

imiplace Comentariu Distribuie

Promovare indisponibila

Ferma de animale Bradetu Arges .o
Publicat de Serglo Gi
5 februarie 2016 la 15:21 - Facebook for Android @

[ @] <
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g. Z1iG 18-3-2016, o Sergio Giuliani Nita dnpoocisuos, pEow
TOU AOYydpiacpoU TOU OTO HECO KOIVWVIKNAG JIKTUWONG
Facebook, gwTtoypagia Tng enixeipnong tou (papua
{owv ekTpOPNG) oTn Poupavia.

22:03 d & Sl 17%8

@ m.facebook.com/fermabradet/po

Instaleaza aplicatia pentru a

primi notificéri, a vedea
@ A 0 iy i e H Deschlde aplicatla
clipuri video in direct si

altele.
) |
Ferma de animale Bradetu Arges \..\
Publicat de Sergio Gi
18 martie 2016 la 12:50 - Facebook for Android - @& \

________________________________________________________________________________________|]
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2YMMNEPAZMATA

EK TwV avwTEPW £pYAOTNPIAKWV EUPNHATWY KAl NapaTnpenoswy, kai cUPNQWva Je
TOUC KAVOVEG TWV EYKANMATOAOYIKWV avaAUCEwV Wn@IaKWV MEIOTNPIWY, 0aC
avaQEPOUE Ta KATWO!:

AlamoTWONKE OTI N AVTIOTOIXION TOU XPRAOTN TNG EPAPHOYNG
avraAAayng Unvuparwv «jabber» pe ovopa “juliensweiss”, o onoiog
ouvopihoUos Me €Tepo XpNOTn Tou OIadikTUou yia TexVIKA {nTAMATa
ao@AAeIag NANPOPOPIAKWY GUOTNHATWY Kal NAEKTPOVIKWY CUVAAAYWV, HE
Tov Sergio Giuliani Nita eivai evreAw¢ auBaipeTtn kai dev
XPNOIHONOINONKE KAVEVA WYHYHA NAEKTPOVIK®DV IXVQOV.

Kata tnv a€ioAdynon Twv KaTtabeéoswv TwV avaAuTwv Tng Kpatikng
Ynnpeoia¢ Twv H.M.A.,, dev evTonioTNKE N Aavagopa OE KAVEVA
KATAaoXe0EV WnPIako nNEICTAPIO kal Jev evronmioTnKE o0pON
diaxeipion TOV Yn@PIak®v NANPOPOPIOV MOTE Va AMOTEAECOUV
€ykupa kal a&ionmota neioTApia, OnAadn napouciaocn TNG
karaypapng alAucidag smtnpnong (chain of custody), TwWV
HEBOBWV O0pONG KATAOXEONG-ANOPPOPNONG TWV JeIOHEVWOV
(evidence seizure) kaOw¢G kai TAUTONOINONG NEPIEXOHEVOU HE
aAyopifpoug MD5, SHA1 (hashing evidence), onwg auTta opilovTal
oTta npwTokoAAa Tou National Institute of Standards and
Technology (www.nist.gov).

la Tig avaykeg TnG napoloag pyacTnpiakng avaluong akohouBndnkav OAeg ol axeTIkéG diadikaaieg (SOP -

Standard Operating Procedure) nou npoBAénovTal, ev noAAoic, and To ‘Best Practice for Computer Forensic

Examination — Scientific Working on Digital Evidence’, version 1.0, Jul2018 kai and To ‘Best Practice Manual

for the Forensic Examination of Digital Technology — European Network of Forensic Science Institutes’, version
01, Nov2015.

A6nva, 10 IouAiou 2023

Newpyiog A. Kapa@avaong, M.Sc.,
CFCE, LEVA CeT,

Mnxavikog H/Y & MANpogpopIkig

MpayuaTtoyvwpovag — AvaAutnc Wnelakwv Meiotnpinv & Bivreo
>alapivog 11, 15124, MapouUal ABriva

T: 2102207293
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